B}
Kensington o

VeriMark™ Fingerprint Key

Part Number: K67977WW | UPC Code: 85889667977

. As the first fingerprint security key to support Windows
Best-in-class

Hello and Fast IDentity Online (FIDO) universal 2nd-factor
authentication (U2F), the Kensington VeriMark Fingerprint

a Ut h e ﬂt | Cat | O ﬂ tO Key delivers practical usability with the same quality-focused

security that has made Kensington The Professionals’

SuUu p pO rt V\/| N d OWS ChoiceTM for more than 25 years. Engineered to provide

simple, fast, and secure Windows logon, and a seamless 2nd-
I—l el |O & Fl DO U 2 F factor authentication experience, the VeriMark Fingerprint
Key protects against unauthorized access on compromised

devices, while also offering unprecedented cybersecurity for
POCNETWORK today’s cloud-based world.

EDITORS’ Best Review
CHOICE for Performance

and Accuracy
+ Universal Integration

Features include:

« Advanced Fingerprint Technology %

» FIDO U2F Certified

« Compact Design
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Advanced Fingerprint Universal Integration FIDO U2F Certified to Compact Design easily
Technology combines provides scalable, out- ensure interoperability attaches to a standard
superior biometric of-the-box access for for password-less key ring for convenient
performance and 360° Windows computers authentication while portability
readability with anti- and platforms, including integrating with the top
spoofing technology biometric log in for service and software
while exceeding industry Windows Hello providers, including Google,
standards for False Dropbox, GitHub, and
Rejection Rate (FRR 3%) and Facebook, to meet 2nd-
False Acceptance Rate (FAR factor security key logon

0.002%) requirements
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System Requirement

Operating System

Windows 7, 8.1, 10, 11

Plug & Play Software installation required. Driver will automatically be
downloaded via Windows update. FIDO U2F supported
browser or plug-in, e.g. Chrome browser

USB Interface
Connector USB 2.0 Connector

Host Connector

Security

Support USB 2.0/3.0 Type A

USB Data Encryption

Session Security

Cryptography

Product Dimensions

AES-256/SHA-256
SSLv3 for secure session establishment

RSA-2048 public key cryptography for key exchange,
authentication, and data validation

Unit Dimensions (with cap)

Unit Weight (with cap)

Unit Dimensions (with cap)

Enclosure Color and Material

Packaging Dimensions

Width: 0.6in (16.1mm)
Length: 1.2in (30.4mm)
Height: 0.4in (9.9mm)

0.140z (4g)

Width: 0.6in (16.1mm)
Length: 0.8in (20mm)
Height: 0.4in (9.9mm)

Black PC/ABS

Packaging Style

Packaging Dimensions

Packaging Weight

Package Content

Master Carton

Retail Box

Width: 3.2in (80mm)
Length: 5.1in (130mm)
Height: 0.8in (20mm)

0.07Ibs (33g)

One Kensington VeriMark Fingerprint Key,
Quick Start Guide, Warranty Information

5 pcs
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Power and Environmental

Power Imaging

Power Standby
Relative Humidity
Operating Temperature

Storage Temperature

Country of Origin, Regulatory, & Warranty

~15mA @3.3V

~3mA @3.3V

5% to 95% non-condensing
010 40° C (32 to 104° F)
-10to 55° C (14t0 131°F)

Country of Origin
Warranty

Certifications & Compliance

LED Indicator

Taiwan
2-Year Limited — worldwide

FCC, CE, RCM, REACH, WEEE, RoHS, FIDO U2F,
Windows Hello, WHQL

Blue LED

Red LED
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« Light on: Request fingerprint for login (for Windows
login, U2F, and VeriMark Password Manager login)

- Light blinking: Recognize the correct fingerprint

« Light off: Stand-by mode

Error/Incorrect fingerprint scanned
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